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Host Information

DNS Name: bzg-80-34-139.red.bezegint.net
IP: 82.80.34.139

0s: pfSense

Vulnerabilities

10297 - Web Server Directory Traversal Arbitrary File Access -

Synopsis

The remote web server is affected by a directory traversal vulnerability.

Description

It appears possible to read arbitrary files on the remote host outside the web server's document directory using a specially crafted URL. An unauthenticated attacker may be
able to exploit this issue to access sensitive information to aide in subsequent attacks.

Note that this plugin is not limited to testing for known vulnerabilities in a specific set of web servers. Instead, it attempts a variety of generic directory traversal attacks and
considers a product to be vulnerable simply if it finds evidence of the contents of '/etc/passwd’ or a Windows "win.ini file in the response. It may, in fact, uncover ‘new’
issues, that have yet to be reported to the product's vendor.

Solution

Contact the vendor for an update, use a different product, or disable the service altogether.

Risk Factor

Critical

Plugin Output

tcp/1116/www

Nessus was able to retrieve the remote host's 'win.ini' file using the
following URL :

- http://bzq-80-34-139.red.bezeqint.net:1116/../.. /.. /.. /.. [ [ [ /- /- . /.. /.. /windows/win.ini

Here are the contents :

; for 16-bit app support
[fonts]
[extensions]

[mci extensions]
[files]

[Mail]

MAPI=1

[MCI Extensions.BAK]
3g2=MPEGVideo
3gp=-MPEGVideo
3gp2=MPEGVideo
3gpp=MPEGVideo
aac=MPEGVideo
adt=MPEGVideo
adts=MPEGVideo
m2t=MPEGVideo
m2ts=MPEGVideo
m2v=MPEGVideo
m4a=MPEGVideo
mdv=MPEGVideo
mod=MPEGVideo
mov=MPEGVideo
mp4=MPEGVideo
mpdv=MPEGVideo
mts=MPEGVideo
ts=MPEGVideo
tts=MPEGVideo
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